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Xerox-

Trellix Embedded Control:

Accounting
Accounting Mode: None
Network Accounting: Disabled
Security
Authentication Configuration
Machine UI Authentication: Locally on the Device
Home: Unlocked
Jobs: Unlocked
Device: Unlocked
Device Website Authentication: Locally on the Device
Authorization; Locally on the Device
Retrieve E-mail from LDAP: Enabled
Authentication Server: Kerberos
Kerberos Primary Realm:
Kerberos Primary Address: 0.0.0.0:88
Kerberos Alt 1 Realm:
Kerberos Alt 1 Address: 0.0.0.0:88
SMB NT Domain:
SMB Alt 1 NT Domain:
Smartcard Ctrl Server: 0.0.0.0:443
Smartcard Ctrl Domain:
SmartCard OCSP URL:
Card Reader Upgrade Policy: Enabled
Card Reader Firmware Version:
Xerox Secure Access: Disabled
Secure Access Server: 0.0.0.0:443
Secure Access Path:
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Machine Certificate: Signed
Root Certificates Installed: 54
802.1x: Disabled
Job Data Removal:
Scheduled: Disabled
equency: —
FIPS 140-3: Disabled
TLS: TLS1.2and TLS 1.3
TLS Hash: SHA-1, SHA-256 and above

Enhanced Security

Extensible Service Setup
Third Generation Browser: X3G_3.24.23_2.40.5_012_01.00.00
Widget Version: v1.3.17 c8 20140613
Widget Version: v2.5.04 g9 20240123
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